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Overview and Aims
This policy and the procedures that it underpins apply to all staﬀ, including senior
managers and the Board of Trustees, paid staﬀ, volunteers and sessional workers,
agency staﬀ and anyone working on behalf of ICS.
●

●
●

To protect children and young people who receive ICS’s services and who make
use of information technology (such as mobile phones, games consoles and the
Internet) as part of their involvement with us.
To provide staﬀ and volunteers with the overarching principles that guide our
approach to e-safety.
To ensure that, as an organisation, we operate in line with our values and within
the law in terms of how we use information technology.

We recognise that:
● The welfare of the children and young people who come into contact with our
services is paramount and should govern our approach to the use and
management of electronic communication technologies;
● All children, regardless of age, disability, gender, racial heritage, religious belief or
identity, have the right to equal protection from all types of harm or abuse.
● Working in partnership with children, young people and their parents and
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●

guardians are essential in promoting young people’s welfare and in helping young
people to be responsible in their approach to e-safety;
The use of information technology is an essential part of all our lives; it is involved
in how we as an organization gather and store information, as well as how we
communicate with each other. It is also an intrinsic part of the experience of our
children and young people, and is greatly beneﬁcial to all. However, it can present
challenges in terms of how we use it responsibly and, if misused, either by an
adult or a young person, can be actually or potentially harmful to them.

We will seek to promote e-safety by:
● Appointing an e-safety coordinator.
● Developing a range of procedures that provide clear and speciﬁc directions to
staﬀ and volunteers on the appropriate use of ICT;
● Supporting and encouraging the young people using our service to use the
opportunities oﬀered by mobile phone technology and the internet in a way that
keeps themselves safe and shows respect for others;
● Supporting and encouraging parents and guardians to do what they can to keep
their children safe online and when using their mobile phones and games
consoles;
● Incorporating statements about safe and appropriate ICT use into the codes of
conduct both for staﬀ and volunteers and for children and young people;
● Developing and e-safety agreement for use with young people and their
guardians.
● Use our procedures to deal ﬁrmly, fairly and decisively with any examples of
inappropriate ICT use, complaints or allegations, whether by an adult or a
child/young person (these may include breaches of ﬁltering, illegal use,
cyberbullying, or use of ICT to groom a child or to perpetrate abuse);
● Informing parents and guardians of incidents of concern as appropriate;
● Ensuring that names, logins and passwords are used eﬀectively;
● Using only oﬃcial email accounts provided via ICS and monitoring these as
necessary;
● Ensuring that the personal information of staﬀ, volunteers and students at ICS
(including students names) are not published on our website;
● Ensuring that images of children, young people and families are used only after
their written permission has been obtained, and only for the purpose for which
consent has been given;
● Any social media tools used in the course of our work with children, young people
and families must be risk assessed in advance by the member of staﬀ wishing to
use them;
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●
●

Providing eﬀective management for staﬀ and volunteers on ICT issues, through
supervision, support and training;
Examining and risk assessing any emerging new technologies before they are
used within the organisation.

The name of our e-safety coordinator can be found on our Child Protection Named
Person Posters.

Linked Policies:
● Anti-Bullying
● Behaviour Code of Conduct for Children
● Child Protection
● Mobile Phone

This policy is written in conjunction with the following legislation:
●

●
●

3

ADEK Policy and Guidance Manual (2014-2015)
○ Policy 1: The Core Values of Education and Moral Obligation, Corresponding to
Articles (2) and (6) of the Organising Regulations
○ Policy 2: Ethical Leadership, Corresponding to Article (4) of the Organising
Regulations
○ Policy 3: Students Protection, Corresponding to Article (5) of the Organising
Regulations
○ Policy 30: Professional Code of Ethics, Corresponding to Article (35) of the
Organising Regulations
○ Policy 36: School Reports, Corresponding to Article (41) of the Organising
Regulations
○ Policy 40: Elements of the Curriculum, Corresponding to Article (45) of the
Organising Regulations
○ Policy 65: Protection from Danger of the Global Information Network (the
Internet), Corresponding to Article (28) of the Organising Regulations
UAE Federal Law 5 of 2012 on Combating Cybercrimes
UAE Federal Law No. 12 of 2016 amending Federal Law No.5 of 2012 on Combating
Cybercrimes

E-safety Agreement
Key Stage 3-4 / Grade 6-10
These E-safety Rules help to protect students and the school by describing acceptable computer
use.
● I understand the school owns the computer network and learning platform and can set
rules for its use.
● I will only use ICT systems in school, including the internet, email, digital video, mobile
technologies, etc, for school purposes.
● If the Principal has given speciﬁc permission I can have private purposes.
● I will log on to the school network/ learning platform with my own username and
password.
● I accept that I am responsible for all activity carried out under my username.
● I will follow the school’s ICT security system and not reveal my passwords to anyone and
change them regularly.
● I will only use my school email address on the school system
● I will make sure that all ICT communications is responsible, respectful and sensible.
● I will be responsible for my behaviour when using the Internet/learning platform. This
includes resources I access and the language I use.
● I will use the discussion forums on the school’s learning platform for exchanging
information and will share my ideas constructively.
● I will not give out any personal information about myself or anyone else when using the
school's learning platform.
● I will only arrange to meet someone if this is part of a school project organised by my
teacher.
● If I accidentally come across any material that could be considered oﬀensive or illegal I will
report it immediately to my teacher.
● I will not download or install software on school technologies
● I will keep within the Internet ﬁltering system
● I will respect the privacy and ownership of others’ work on-line at all times.
● I understand the school may monitor, record and control my use of the school’s computer
systems and learning platform.
● I understand that these rules are designed to keep me safe and that accept that I will only
be allowed to use the school equipment and systems by following the rules.

Student name: ………………….......………………………………………………..…………..
Student signature:………………………………………Date:…………………Class…………
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E-safety agreement for use with young people
Years 5-6 / Grade 4-5
ICS understands the importance of emerging technologies for children’s education and
personal development and seeks to support children and young people in making use of
these in our work. However, we also recognise that protection needs to be in place to
ensure children are kept safe at all times.
Note to young people, parents and carers: This agreement is part of our code of
behaviour for children and young people. It also ﬁts with our overarching e-safety policy
and the expectations we have of our staﬀ and volunteers in terms of their use of
communications technologies such as the Internet and mobile phones. If you would like
to know more about this, please speak to our e-safety coordinator.
Young person: Please read the following agreement and discuss with your
parents/guardian. If there is anything you do not understand, please also discuss with
your teacher.
Parents/guardian: Please read and discuss this agreement with your child, and then sign
it, ask your child to sign it and return to the class teacher.
Young persons agreement
I will be responsible for my behavior when using the Internet. This includes resources I
access and language I use.
I will not deliberately browse, download or upload material that could be considered
oﬀensive or illegal. If I accidentally come across any such material I will report it
immediately to a member of staﬀ.
I will not send anyone material that could be considered threatening, bullying, oﬀensive or
illegal.
I will not give out any personal information such as name, phone number or address.
I will not reveal my password to anyone except my parents/guardian.
I will not arrange to meet someone unless accompanied by a member of staﬀ of
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parent/guardian.
I understand that all my use of the Internet and other related technologies will be
monitored and logged and can be made available to the Principal.
I understand that these rules are designed to keep me safe and that if they are not
followed my parent/guardian may be contacted.

Young person’s and parent’s signatures:
We have discussed this policy and
……………………………………………………………………………….(child’s name) agree
to support the safe use of ICT at ICS.

Parent/carer signature…………………………………………………………………………..
Child’s
signature……………………………………………Date………………Class………………….
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E-safety agreement for use with young people –
Years FS to 4 / Pre - Kindergarten to Grade 3
ICS understands the importance of emerging technologies for children’s education and
personal development and seeks to support children and young people in making use of
these in our work. However, we also recognise that protection needs to be in place to
ensure children are kept safe at all times.

Young person’s and parent’s signatures:
We have discussed the safe rules for internet use
and……………………………………………………………………….(child’s name) agree to
support the safe use of ICT at ICS.
Parent/carer signature………………………………………………………………………….
Child’s signature…………………………..…Date……………………Class………………….
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